
Mojo Helpdesk Data Processing 
Agreement 

Effective Date: July 22, 2026 

1. Purpose and Scope 

This Data Processing Agreement ('Agreement') forms part of and is incorporated into the Mojo 
Helpdesk Terms of Service (or other applicable agreement) between Metadot Corporation 
('Metadot') and the Customer.  

This Agreement governs the Processing of Personal Data by Metadot on behalf of the Customer 
as necessary to provide, support, secure, and maintain the Services for the duration of the 
Customer’s use of the Services. Personal Data may include account information, contact 
information, ticket content, attachments, support communications, and other information 
submitted by or on behalf of the Customer. Data Subjects may include the Customer’s 
employees, contractors, students, customers, end users, and other individuals whose Personal 
Data is submitted to the Services.  

The parties acknowledge that the Customer determines the purposes and means of Processing 
Personal Data submitted to the Services and acts as the Controller, while Metadot processes 
such Personal Data solely on behalf of the Customer and acts as the Processor. 

This Agreement is intended to satisfy the requirements of Applicable Data Protection Laws 
governing the Processing of Personal Data, including, where applicable, the General Data 
Protection Regulation (EU) 2016/679 (GDPR), the UK GDPR, the Swiss Federal Act on Data 
Protection, and applicable U.S. federal and state privacy laws.  

If there is any conflict between this Agreement and the underlying subscription agreement with 
respect to the Processing of Personal Data, the terms of this Agreement shall control. 

2. Definitions 

For purposes of this Agreement: 

Applicable Data Protection Laws means all applicable laws and regulations relating to the 
Processing of Personal Data, including, where applicable, the GDPR, UK GDPR, Swiss Federal 
Act on Data Protection, applicable U.S. federal and state privacy laws, and any implementing or 
successor legislation.  
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Controller means the entity that determines the purposes and means of Processing Personal 
Data. 

Customer Data means any data, content, and Personal Data submitted to or stored within the 
Services by or on behalf of the Customer. 

Processor means the entity that processes Personal Data on behalf of the Controller. 

Personal Data means any information relating to an identified or identifiable natural person, as 
defined by Applicable Data Protection Laws. 

Processing, Process, or Processed means any operation or set of operations performed on 
Personal Data, whether by automated or manual means, including collection, recording, 
organization, storage, adaptation, retrieval, consultation, use, disclosure, transmission, 
restriction, deletion, or destruction. 

Data Subject means the identified or identifiable individual to whom Personal Data relates. 

Personal Data Breach means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data processed 
by Metadot on behalf of the Customer. 

Subprocessor means any third party engaged by Metadot to process Personal Data on behalf 
of the Customer in connection with providing the Services. 

3. Processor Obligations 

3.1 Processing Instructions 

Metadot shall process Personal Data only on documented instructions from the Customer, 
unless otherwise required by Applicable Data Protection Laws. Where required by law to 
process Personal Data other than as instructed by the Customer, Metadot shall inform the 
Customer of that legal requirement before Processing, unless the law prohibits such notification. 

Metadot shall not process Personal Data for its own purposes or for any purpose other than 
providing the Services under the applicable subscription agreement. 

Metadot shall promptly inform the Customer if, in Metadot's reasonable opinion, an instruction 
from the Customer infringes Applicable Data Protection Laws.  

3.2 Confidentiality 

Metadot shall ensure that all personnel authorized to process Personal Data are subject to 
appropriate confidentiality obligations, whether by contract or applicable law, and receive 
appropriate training regarding the protection of Personal Data. 
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3.3 Security Measures 

Metadot shall implement and maintain appropriate technical and organizational measures 
designed to protect Personal Data against accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to Personal Data. 

Such measures shall be appropriate to the nature of the Services and the risks presented by the 
Processing and may include, where appropriate: 

●​ access controls and authentication measures; 
●​ encryption of data in transit and, where appropriate, at rest; 
●​ logging and monitoring of access to systems; 
●​ vulnerability management and security patching; 
●​ backup and disaster recovery procedures; and 
●​ regular evaluation of the effectiveness of security controls. 

Mojo Helpdesk is hosted using Amazon Web Services (AWS), and Metadot maintains 
administrative, physical, and technical safeguards designed to protect Personal Data. 

3.4 Assistance to the Customer 

Metadot shall provide reasonable assistance to the Customer in responding to requests relating 
to Personal Data and in meeting the Customer's obligations under Applicable Data Protection 
Laws, taking into account the nature of the Processing and the information available to Metadot.  

3.5 Records and Compliance 

Metadot shall maintain documentation reasonably necessary to demonstrate compliance with 
this Agreement and Applicable Data Protection Laws and shall make such documentation 
available upon reasonable request.  

3.6 U.S. Privacy Requirements 

To the extent Applicable U.S. Data Protection Laws govern the Processing, Metadot shall not 
sell or share Personal Data, retain, use, or disclose Personal Data outside the direct business 
relationship with the Customer, or combine Personal Data received from the Customer with 
Personal Data received from another person or collected through Metadot's own interactions 
with an individual, except as permitted by Applicable Data Protection Laws or as necessary to 
provide and support the Services. Metadot shall provide the same level of privacy protection 
required of the Customer under Applicable Data Protection Laws and shall notify the Customer 
if it determines that it can no longer meet those obligations.  
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4. Subprocessors 

4.1 Authorization 

The Customer authorizes Metadot to engage affiliated companies and third-party service 
providers ("Subprocessors") to process Personal Data on its behalf as necessary to provide and 
support the Services. 

Metadot shall remain responsible for the performance of its Subprocessors and shall ensure 
that each Subprocessor is bound by written obligations that provide a level of protection for 
Personal Data that is substantially equivalent to the obligations set forth in this Agreement. 

4.2 Current Subprocessors 

Metadot maintains a current list of Subprocessors, which is available to the Customer upon 
reasonable request. Metadot may update its Subprocessors from time to time as necessary to 
provide, maintain, secure, or improve the Services.  

4.3 Objections 

If the Customer has a reasonable data protection concern regarding a newly engaged 
Subprocessor, the parties shall work together in good faith to address the concern. If the 
concern cannot reasonably be resolved, either party may terminate the affected Services in 
accordance with the applicable subscription agreement. 

5. International Data Transfers 

Where Personal Data is transferred outside the country in which it was collected, Metadot shall 
ensure that such transfers are made in accordance with Applicable Data Protection Laws. 

Where required, such transfers shall be governed by an approved transfer mechanism, 
including the Standard Contractual Clauses adopted by the European Commission 
(Commission Implementing Decision (EU) 2021/914) or any successor mechanism recognized 
under Applicable Data Protection Laws. 

Nothing in this Agreement limits either Party's obligation to comply with Applicable Data 
Protection Laws governing international transfers of Personal Data. 
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6. Customer Responsibilities 

6.1 Customer Instructions 

The Customer is responsible for ensuring that its instructions for the Processing of Personal 
Data comply with Applicable Data Protection Laws. 

The Customer represents and warrants that it has all necessary rights, permissions, and legal 
authority to provide Personal Data to Metadot for Processing in connection with the Services. 

6.2 Lawful Basis for Processing 

The Customer is responsible for determining the lawful basis for the Processing of Personal 
Data and for providing any required notices to Data Subjects, obtaining any necessary 
consents, and responding to Data Subject requests, except to the extent Metadot is required to 
assist under this Agreement. 

6.3 Account and Data Responsibilities 

The Customer is responsible for: 

●​ managing user accounts and access permissions within the Services 
●​ determining the categories of Personal Data submitted to the Services 
●​ ensuring that Personal Data submitted to the Services complies with Applicable Data 

Protection Laws 
●​ using the Services in accordance with the applicable subscription agreement 

Nothing in this Agreement relieves the Customer of its own obligations under Applicable Data 
Protection Laws. 

7. Personal Data Breaches 

In the event of a Personal Data Breach affecting Personal Data processed on behalf of the 
Customer, Metadot shall notify the Customer without undue delay and provide available 
information reasonably necessary to assist the Customer in meeting its obligations under 
Applicable Data Protection Laws. 

Metadot shall take reasonable steps to investigate, contain, and address the Personal Data 
Breach and cooperate with the Customer as reasonably necessary. 

8. Demonstration of Compliance 

To support the obligations described in Section 3.5, Metadot maintains an independent SOC 2 
Type II examination covering the security of the Mojo Helpdesk platform. A current SOC 2 Type 
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II attestation letter or other appropriate compliance documentation is available upon reasonable 
request, subject to appropriate confidentiality obligations.  

9. Deletion of Customer Data 

Upon termination or expiration of the Services, Customer Data will remain available for 30 days, 
after which it is automatically and securely deleted from Metadot's systems. At the Customer's 
written request, Metadot will delete Customer Data before the end of the 30-day period. 

The Customer is responsible for exporting its Customer Data before termination of the Services 
or before requesting immediate deletion. Once Customer Data has been deleted, it cannot be 
recovered. 

Metadot may retain limited records as required by applicable law.  

10. Liability 

Each Party's liability arising under this Agreement shall be governed by the liability provisions 
contained in the applicable subscription agreement or other governing agreement between the 
Parties. 

Nothing in this Agreement excludes or limits liability where such limitation is prohibited by 
Applicable Data Protection Laws. 

11. Term and Termination 

This Agreement becomes effective on the date Personal Data is first processed by Metadot on 
behalf of the Customer and shall remain in effect for as long as Metadot processes Personal 
Data in connection with the Services. 

Termination or expiration of the underlying subscription agreement shall automatically terminate 
this Agreement, except for those provisions that by their nature are intended to survive 
termination, including obligations relating to confidentiality, deletion of Customer Data, liability, 
and Applicable Data Protection Laws.  

12. Miscellaneous 

This Agreement forms part of the applicable subscription agreement between the Parties. 
Except as expressly modified by this Agreement, the terms of the subscription agreement 
remain in effect. 
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If any provision of this Agreement is found to be invalid or unenforceable, the remaining 
provisions will remain in effect. 

This Agreement is governed by the governing law and jurisdiction specified in the applicable 
subscription agreement, unless otherwise required by Applicable Data Protection Laws. 
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